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1
Decision/action requested

This paper proposes to add a solution for privacy protection of new parameters for CIoT included in NAS messages in TR 33.861 [1].
2
References

 [1]
3GPP TR 33.861 Study on evolution of Cellular IoT security for the 5G System

3
Rationale

This paper proposes to add a solution for privacy protection of new parameters for CIoT included in initial NAS message to TR 33.861 [1].
4
Detailed proposal

It is proposed to approve this pCR to be included in the TR 33.861 [1]. 

**** START OF CHANGES ****
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.Y
Solution #Y: Privacy protection of new parameters for CIoT included in NAS messages
6.Y.1
Introduction

This solution addresses key issue #Y: Privacy protection of new parameters for CIoT included in NAS messages. 
TR 23.724 [2] recommends many solutions for normative work, where some solutions requires that new parameters for CIoT need to be included by the UE in the NAS messages to the AMF. Some of these new parameters for CIoT may require encryption if they are privacy sensitive.
Each new parameter for CIoT introduced by the recommended solutions in TR 23.724 [2] for CIoT Rel-16 needs to be checked whether they are privacy sensitive or not i.e. whether they can be sent in clear text or whether they need to be sent ciphered.
6.Y.2
Solution details
The protection of the initial NAS message in 5G was defined in Rel-15 and is described in clause 6.4.6 in TS 33.501 [8].
It is proposed to re-use the security solution for the initial NAS message in Rel-15 described in clause 6.4.6 in TS 33.501 [8] in order to provide privacy for the new parameters for CIoT which are privacy sensitive.

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** END OF CHANGES ****
